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A; Apyxun ¢ duHaHCaMKU sawndmuHaHcbl.pd

[lpeanocbIinku pocTta (hMHAHCOBOrO
MOLUeHHn4YecTBa B COBPEMEHHOM MUpe

+ YBenunyeHme obbema PMHaAHCOBbLIX TPaH3aKUUN Y KaXXaoro n3 Hac;

+ CHWXeHne Bo3pacTa Y4aCTHMUKOB TOBAPHO-AEHEXHbIX U UHbIX BUOB
cOenok;

+ PasHoobpasne BMOOB OEHET U LEHHbIX Oymar;

* [oBbllUEHWEe AOCTYMHOCTM N KOHADUAEHUMANbHOCTU MEePCOHArbHbIX
OaHHbIX;

* YBenunyeHne obbema caernok BHE IMYHOMo KOHTaKTa y4aCTHUKOB
(MHTEpPHET-TOProBns);

* McyesHoBeHMe rpaHnL, Ans cBoOOAHOro nepemMeLLeHns JeHer, ToBapos,
yCnyr B npotecce rnobanusaumm (pocT TpaHCHaLMOHaNbHOM

domHaHCOBOM NPECTYMHOCTN); P 4 \




BawudunHaHCbl.pd

4§‘ ApyYyxm ¢ PUHAHCaAMM

[lpeanocbIinku pocTta (hMHAHCOBOrO
MOLUeHHn4YecTBa B COBPEMEHHOM MUpe

* Peskoe yckopeHMe npoueccoB TEXHOOrM3aumm Halluemn XXnN3Hu
(TexHororn4yeckasa CUHIynapHoOCTb);

» OTCcTaBaHMe TEXHONOrMm 3amnTbl PYHKUMOHMPOBAHNA (OUHAHCOBLIX
CUCTEM BCEX YPOBHEN Nepen KMbepMoLEeHHNKaMU;

» [loBegeHYeCKN N NHTENNEeKTyanbHbIW pa3pbiB MeXay opraHM3aTopamu
MOLLUEHHNYECKNX CXEM U OPYTMMMN YyHaCTHUKaAMUN PUHAHCOBbIX
OTHOLUEHUM;

*» CBepxBbICOKME A0XOAbl Y4aCTHMKOB (bMHAHCOBLIX adpep npu BecbMa
YMEPEHHOM Haka3aHuu B OOMbLUMHCTBE CTPaH MUPA;

* HecooTBeTCTBME NOBEAEHYECKMX CTEPEOTUMNOB YHaCTHUKOB (PMHAHCOBO-
[EHEXHbIX OTHOLLEHWIN HOBOMY YPOBHIO PUCKOB. —_——




A; Apyxun ¢ duHaHCaMKU sawndmuHaHcbl.pd

OcCHOBHbIEe 00LMe NPU3HaKU YKa3biBaloLwme
Ha pUCKMU PpUHAHCOBOro MoLleHHU4YecTBa

» BosHarpaxgeHue cylecTBEHHO MpeBbIaeT AeNnoBYl MNPakTUKY Mo
OaHHOMY TUMNY COENOK,;

% WNcnonb3oBaHnMe  TEXHOSIOTMW  «COUMANIbHON  UHXEHEPpUU» U
MaHUNyNMpoBaHNE TaKUMW WHTEpPeCcaMn KaK XaOHOCTb, >XeflaHue
ObICTpO pa3borateTb, 3aBUCTD;

< [NpennoxeHne pewntb Bce (PUHAHCOBbIE MPOOGNEMbI B KOPOTKUM
CPOK,;

“» HeobxogmmocTb nepBoHa4alsibHbIX BbIMNJ1aT,
“* AHOHUMHOCTb KOHTpPAareHTa,

< HeobxoAuMMOCTb MFHOBEHHOIro MNPUHATUSA CIOXHOMo UHAHCOBOIO
pPeLUeHus;

» HecooTBeTcTBME CKNaablBalOLLENCa CUTyaunumn CTaHOapTHOM CXeME;

% Hanuume ykasaHMa Ha 3KCKMHO3UBHbLIN, KaCTOMW3NPOBaHHbIN
Xapaktep npennoXXeHus.
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4;“ ApyYyxm ¢ PUHAHCaAMM

[loBegeH4Yeckue cTtepeoTunbl NOTepneBLUUX OT
dmHaHcoBbIX MOLLeHHn4YecTB (1)

*» HaueneHHOCTb Ha BbICOKNW rapaHTUPOBaHHbLIN 00X04, HECOPA3MEPHbIN
00beMy WHBECTUUUW UNN 3aTpaTamMu Tpyaa;

“» HeapekBaTHO BbICOKNW YpOBEHbL AOBEPUA K KOHTpaAreHTam, rpaHnyawimm c
HaNUBHOCTbIO;

< OTCyTCTBME KPUTUYECKOTO B3rNnsiaa Ha hakTUYeckoe COCTOSAHUE CUTyauuu;
< HapylleHnune pernameHTa nonb3oBaHns UHAHCOBLIMU NHCTPYMEHTaMU;

** HeBHMMAaTENBHOCTb npn oCyLLeCTBIIEHNN Tp8H38KLI,I/II7I c baHKoMaTamum unm c
NCNoJib30OBaHMEM MPOrpaMmMHbIX NMPOAYKTOB,;

< Hwuskasa dpmHaHcoBada rpaMoOTHOCTb;

“ HexenaHne norpyxartbCsl B A€Tanu CAENKU Unn YmtaTb YCIoBUS AOoroBopa
B NMONMHOM ODObEME;




A; Apyxun ¢ duHaHCaMKU sawndmuHaHcbl.pd

[loBegeH4Yeckue cTtepeoTunbl NOTepneBLUUX OT
domHaHcoBbIX MoLwweHHun4yecTB (I1)

*» OTKa3 oT COBETOB U KOHch'IbTaLI,I/II7I I'IpOCbeCCI/IOHaJ'IbeIX FHOPUCTOB U
9KOHOMUCTOB IMpn OUEeHKE 1N 3aKJTIO4EHNIN COESTKH,

* [OTOBHOCTb K MPUHATUIO ObICTPbIX HEOBAYMaHHbIX (PUHAHCOBLIX PELUEeHWUI;

* rHopupoBaHue npegynpexaeHnm u AUCKnemmepoB KOHTPONMUPYOLLMX K
NPaBOOXPaAHUTESTbHbIX OPraHoB;

% [oTepst 6ANTENBHOCTM NPY B3aMMOOAENCTBUM C HE3HAKOMbIMWU U
Mano3HAKOMbIMWN KOHTpareHTamu;

» TexHosornyeckasi OTCTanocTb B YCITOBUAX COBPEMEHHbIX (OUHAHCOBbIX
B3aMMOOENUCTBUN;

» BblCOKasa roTOBHOCTb K PUCKY, 3a4aCTYylO Ha rpaHn «PYCCKOW PYyneTKu».




‘§ ﬂpg)'(“ C CbVIHchaMM BawundunHaHcbl.pd

dPuHaHCOBOE MOLUEeHHNYeCcTBO

CtaTtbga 159 YK PO

MoLUueHHUYeCcTBO PuHaHcoBoe
MOLLUEeHHNYeCTBO
«XULLEHME YYXKOro
CoBepLueHue

NMyLLIECTBA U
npuobpeTeHne npaea Ha
Yy>)KOE UMYLLECTBA NYyTEM

NPOTUBONpPaBHbLIX 4EUCTBUN B
chepe oeHexHoro obpatleHms
nytem obmaHa,

obmaHa nnu
anoynotpebnexus 3rnoynotpebneHns goseprem u
[oBEPUEMY OPYrux MaHUnynaumm c Lernbko

HEe3aKoHHOro oboralleHus.




‘;' APU)KM c (bMHchaMM BawundunHaHcbl.pd

CtaTucrtuka

B 2015 rogy B Poccun 6bino coseplueHo 38 Tbicad
NPecTynneHn  MOLUEHHMYECKOro  xapaktepa C
NCNonbL30BaHWEM CPeacTB MObubHOM CBA3N. PoCT o
cpaBHeHuto ¢ 2014 r. — 6oree 4yem Ha 50 %.

Yuwepdb ot nogobHbix npectynneHun B 2015 roay
coctaBun 1,5 mnpa. pybonen.
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4;“ Apyxm c buHaHcamMm

CtaTucrtuka

< [lo gaHHbIM LleHTpa MOHUTOPUHIa U pearnpoBaHnsA Ha
KOMMNbIOTEPHbIE aTakn B KpeauTHO-doUHAHCOBOWU cdhepe
LB P® (FINCERT) ¢ utoHa 2015 no man 2016 roga
3adukcmnpoBaHo bornee 20 KpynHbIX KMbepaTak Ha
nriaTeXXHble CUCTEMbl POCCUNCKMX DaHKOB.

Llenb moOLEeHHNKOB: NMoxuuweHo:
2,87 mnpa. pyo. > 1,37 mnppa. pyo.

“» ExerogHble noTepn MMpPOBON 3KOHOMUKM OT KubepaTak
BcemupHbIn 6aHk oueHuBaeT B $ 445 mnpa

1/3 BnagenbueB 6aHKOBCKUX KapT B MUpe
cTarikKmpanacb ¢ MOLIEHHNYEeCTBOM 3a nocrnegHue nNAaTb
ner*

* ACIl Worldwide



‘§ APU)K“ c d)VIHchaMM BawuUdUHAHCbI. pdb

CtaTucrtuka

B 2015 rogy Cisco 3adukcunpoBano:

[ 6,6 mnH. DDoS-aTak J

[To paHHbIM «JlabopaTopuun Kacrnepckoro» BO BTOPOM
kBapTarne 2016 r. 6ein 3admkcmpoBanbl DDoS-atakm Ha 00ObEeKTHI:

[B 70-Tn cTpaHax Mupa]

B 2020 roay Cisco nporHo3upyer:

[ 17,7 mnH. DDoS-aTak J




‘;' APU)K“ ¢ CbI/IHchaMI/I BawundunHaHcbl.pd

CtaTucrtuka

B 2016 rogy rmobanbHbIn 06bEM pbIHKA
CTpaxoBaHUA KNOEPPUCKOB OLEHMBAETCSH B
bonee yem $ 2,5 mnpa. ctpaxoBbix cOOpoB

[lenapTamMeHT cTpaxoBaHUS
domHaHcoBbIX NMMHUN CK «AnbsiHC»




‘; ﬂPU)KVl C (bl/lHchaMVI BawuncduHaHCbL.pd

CtaTucrtuka

Mo ganHHbiM HALT B 2015 roay o6bem pbliHKa
3IEKTPOHHON KoMMepunmn B Poccuu:

781 mnpga. pyo.

B 2016 rogy:

1 TpnH. 3 MmnpAa. pyo.

AHaNOrM4Hyr TeHOEHUMIO NOoKa3bIBalOT U AaHHble AKUT
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PopMbl MOLLUEHHMNYECTBa N CNOCOOLI
MWHUMUN3aL N PUCKOB
|. dnHaHcoBbIE NMMpamMubl
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4;“ ApYyxu ¢ pmHaHCcaMm

PopmMbl MOLLEHHNYECTBA U CNOCOObI
MWHUMU3ALNUN PUCKOB

Il. MoweHHn4ecTBO Cnocobbl MUHMMM3ALUMN PUCKOB
C UCNonb30BaHNEM

GaHKOBCKUX KapT ,
+» [lonb3oBaTbCH TOMbKO 6aHKOMaTaMVI, YCTaHOBJ1€EHHbIMUA

B Oe3onacHbIX MecTax

a) offline: < BHuMMaTenbHO ocmartpusaTtb GaHKOMaT, Nepes ero
“crornb3oBaHeM

3aKprBaTb KnaBunaTtypy npu seBoge rnnMH-Koga

ObopMUTL YCIYry SMS-ONOBELLEHUS O NPOBEAEHHbIX
/)
< baHkomatbl 1 onepaumsix Mo KapTe

TepMnUHanbl He gaBatb cornacue Ha nonyveHue KapTbl MO NovTe n ee
(B T.4. CKUMMMUHT)
aKkTusauum no teniedoHy

He XxpaHuUTb NUH-KOA4 BMECTe C KapTon
He coobwatb no MoOOUMbHBLIM U CTaunoHapPHbLIM

J/ J
0’0 0’0

J/
0’0

J /)
0’0 0’0

<+ OnnaTta B

MarasvHax unm TenedoHaM PeKBU3UTbI KapTbl U ee MUH-KoA
pecTopaHax <+ OnpegennTb NMUMUT CYTOYHOMO CHATUS HaMMYHbIX Mo
KapTe

“» bnokunpoBaTb KapTy HEMeaNeHHO B cry4yae
yTepu/xXuLLeHuns



‘§ llpg)l(lll c q)MHaHCBMVI BawudunHaHcbl.pd

TepMUHonorus

CKMMMMHI* — ycTaHOBKa Ha baHKOMaTbl HELITaTHOro
obopynoBaHMs (CKUMMEPOB), KOTOPOE NO3BONAET
domkcupoBaTb gaHHble 6aHKOBCKOU KapTbl (MHdOpMaL o
C MarHMTHOWM Nofocbl 6BAHKOBCKOM KapTbl 1 BBOAUMbIN
NWUH-KOA) ANs NocrnenyoLwero XuweHNa eHeXHbIX
cpeacTB co c4eTa DAaHKOBCKOW KapThbl.

*OT aHrn. skim -
CHMUMaTb CIUBKU




4; Apyxm ¢ puHaHCaMm BawNdUHaHCb.pd

PopmMbl MOLLEHHNYECTBA U CNOCOObI
MNHNWMUN3aAUNU pI/ICKOB
[l. MoweHHN4YecTBO

C UCNosnb3oBaHNEM
BGaHKOBCKMX KapT

Cnocobbl MMHMMU3ALIMN PUCKOB

< YCTaHOBUTb NporpamMmmbl 3aLluTbl 1 obecnevyeHus
6e30MacHOCTN KOMMNbIOTEPA B UHTEPHETE

6) online: < MpoBoOMTb (UHAHCOBBLIE ONepaLMu TOMBKO C
3alluLLEeHHbIX BeD-canToB

<» He coobwaTb naponb AOCTyrna K CBOEMY CYETY Yepes

< WNHTepHerT- MHTEPHET

MOLLIEHHUYeCTBa < Mcnonb3oBaTb HageXHble naponu
* [lo OKoHYaHMK paboThbl BbIXOOUTb N3 YY4ETHOW 3anncu

<» He oTBevaTb Ha aNeKTPOHHbIE COOOLLEHNS C
3arnpocoM Ha U3MEHeHMe NapamMeTpoB 3aLUTh

<» Mcnonb3oBaTb pa3Hble NHCTPYMEHTbI As pasHbIX
BMAOB pac4yeToB



A; Apyxun ¢ duHaHCaMKU sawndmuHaHcbl.pd

PopmMbl MOLLEHHNYECTBA U CNOCOObI
MWUHUMU3ALUN PUCKOB

Kak 3abnokupoBaTtb KapTy Ha npumepe Lb PP

Uepes coTpyaHUKOB Uepes3 KOHTaKTHbIN LEHTP
oTaeneHust 6aHka NN KNWEHTCKYIO CIyX0y™

Uepes cepsnc MobunbHbIn

6aHK Yepes CbepbaHk-OHNamnH

Secure

ISSL ] *losBoHuB no Homepy 8-800-555-55-50; 8-800-200-37-47
Connection L<|  3aBNOKMPOBATbL KapTy MPU €€ HaxoXOeHUN MOXET U TPETbE NMLIO




‘$‘ APU’KW c (bMHaHCBMM BawundmnHaHcbl.pd

PopmMbl MOLLEHHUYeCTBa

I1l. KnudoepMomeHHM4€eCTBO

"%
L T \4

B hUImuHr
B BUIIIMHI, CMUILIUHT
® apMuHT

¥ HUTEpUICKHUE MTHUChMA

¥ MHTEepHET-ayKIIMOH

H 5JIEKTpOHHAsA TOPrOBIIA

B CKaH/IMHABCKHAM ayKIIMOH

B ceMb KOIICIIHKOB

¥ ¢ IOMOIIBIO IJIATEKHOU CUCTEMBI
W KITUKPPOI, KIMKIKEKUHT

“ PAMM-cueTa

X AMIT
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TepmMmuHonorus

®uwunHr (anm. phishing) — aTo TEXHONOrMSA MHTEPHET-MOLLEHHNYECTBA,
3aKJIoYarLLanca B Kpaxe JIMYHbIX KOHpuAeHUManbHbIX AaHHbIX, TaKUX
Kak naponu gocTyna, AaHHble 6aHKOBCKUX U MOEHTUIUKALMOHHBIX KapT,
NOCPEACTBOM CraMepCKOW PacChISTIKN NN NOYTOBbLIX YEPBEWN.

WU PRI IV I I TW R T U IV I W TR FTURE IR VT TR IV IV VIV T IR W T A

Buumanue! Baw E-Mail Byaer sabnokuposa

xoro. "Cayx6a nogaepxxu Mail.Ru" <antispam000456040457@ma Orkoro &uppoﬂ@:&

-
1
g

Kosmy “marinafat@mail ru»

Cerozin, 0.3 1 Bawmos g e 000 APEC AAMUHUCTPauMmu @corp.mail.ru

Tema AXTHRALMA

omail.ru™

190 MO

Bmlu EMall nonan 8 wépHbi c'rmcox anTMcnama xounosns Mall Eea.CTW“Te Y!o l'lOﬂ b3OBaTQn b.

Bam neobxoammo noareepaurs, wro Baw E-Mall ne nenonsayere

ﬂ: DA "“::‘;"_‘:,';“;:" ore e : Baw axkayHT Ha caite Mail.ru nogospesasTCs 8 Maccoson paccoinke cnam-coobiusswn. Ans
8 np i c,,,” s 2 A v 14 ,,,,,‘"m 142 M" NOATBERMAESHNA TOr0, NTO Bbl He poBoT, BESANTE 38HOBO CBON PETUCTRALMONHLIS A8HHBLIE NO CCbINKe
A

Mail.ru 3a coboi npago 3abnoxupol PACNONGHKSHON HIvKE

hitp Mwan mail rufcagi-binflogin?

Mpowutu Ban

Ecnm B TeveHrm 3-x Aren Bel He NOATBEDAKTE CBOM A8HHLIe, Mb! ByfleM BrikyHASHs! 3atnoxmporars Baw
AKKAYHT D83 BOSMOHHOCTH BOCTAHOBHTS

C YsaxeHuem agmmuHucTpaums Mail.Ru




4§‘ ApyYyxm ¢ PUHAHCaAMM

BawudunHaHCbl.pd

PopmMbl MOLLEHHNYECTBa
M CNOCcOoObl MUHMMU3ALUN PUCKOB

lll. KnbepmoLwueHHN4YeCcTBO

PULLINHT;

a) [NoyToBbIN

6) OHNnanHoBbIN

B) KOMOBMHMPOBaAHHLIN

Cnocob6bl MMHMMU3aALUUN
puckoB

< MposiBNSATb OCTOPOXKHOCTb

“» 3acTpaxoBaTb KapTy OT pucKa
MOLLEHHNYECTBA

“» Wcnonb3oBaTtb pasHbie
MHCTPYMEHTbI 4S9 pa3HbIX
BMOOB pacyeToB

“» Wcnonb3oBatb MeToq
MHOroakTopHOWN
ayTeHTuukaumnm
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l;“ Apyxu ¢ puHaHCaMK

TepmMmuHonorus

BuwwuHr (aHrn. vishing) — 310 TEXHONOIMMA NHTEPHET-
MOLLUEHHMYEeCTBa, 3aKyarLascs B UCMNONb30BaHUN
aBTOHabupartenemn n BO3MOXHOCTEN UHTEPHET-TENEdOHNN
ONS KpaXu NUYHbIX KOHUAeHUManbHbIX OaHHbIX, TAKNX
Kak naponun gocrtyna, Homepa DaHKOBCKNX U
NOEHTUPUKALUMOHHbLIX KapT U T.4.

CMMULLUMHT — 3TO BUA MOLLEHHNYECTBA, MPU KOTOPOM
nonb3oBaTternb nonydaet CMC-coobuieHne, B KOTOPOM C BUOY
HadeXHbI OTrNpaBuUTerNb NPOCUT yKasaTb KaKyr-rmbo LEeHHYH
nepCcoHaribHy0 MHdopMauuto (HanpuMep, Naposib NN daHHbIe
KpeauTHou KapTbl). CMULWKHI NnpeacTaBnsetT cobon nogodune
douLnHra, Npu KOTOPOM MOLLUEHHUKAMU C TOM Xe Lernbio
paccblnatoT SNEeKTPOHHbIE NMUCbMA.




A; Apyxun ¢ duHaHCaMKU sawndmuHaHcbl.pd

PopMbl MOLLEHHNYECTBa
N CNOoCcOoObl MUHMMU3ALUN PUCKOB

lll. KnbepmoLieHHn4YecTBO Cnoco6bl MMUHUMU3ALN PUCKOB

4 )

“* BHunmaTenbHoO n3yynTtb nNpasuna besonacHoro
Mcrnonb3oBaHna 6aHKOBCKOW KapTbl

» He coobLwatb HAKOMY, B TOM Yuncre
COTPYyOHUKY BaHKa, Ballu NepcoHanbHble
NaHHble U AaHHble GaHKOBCKOW KapThl;

BuwivHr

“* [1pn BO3HMKHOBEHUN (paKTa MOLLUEHHUYecTBa
obpatnTbCs B Balle otaeneHne baHka

< B cny4yae HeobxoaMmMocTy 3abrokMpoBaTh
KapTy

CMULLINHT “* He 3BOHMTb NO NpearioXXeHHOMY B CMC
HOMepy TeriedoHa no Bornpocam
BGesonacHOCT Ballen KapTbl

(&
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TepMUHonorus

®apmunHr (aHrn. pharming) — 6onee npoasuHyTas
Bepcusa puLLnHra, 3aknoyarulasacs B nepeBsoge
nonb3oBaTtenen Ha hanbLUNBbLIN BED-CANT N Kpaxe
KOHJOuAeHUMarnbHOU nHdopmMmauum.

mail@antispam.mail.ru komy: nokazare noapofivele ceenenna 2:54 (10 4. Hazan) |45 OTeetuTs | ¥

T’ C' X @ Iu‘http:.f;’vkontalke.ruf
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J B B Kontakte | flobpo noxanoBatb -

#anofami Ha PACCHIKY PEKNAMHEN MHCEM [CNaM) © BALIErD 3MekTROHHOTD aipecs
2Ha zafinokipoeaTe Bally y4eTHYH anuce.

Ermail.ru,

OBAHWA INEKTPOHHEIM 34pecom, Bam Heobxogumo nogTEEpAUTE, YTO Baw SﬂEKTpDHHbIﬁ afpec He MCNONe3YeTcA
H PEKNAMHEIX NMHCEM.

[ xoHTakTe

g, nocne TPeTeero MIBEWEHHWEA Bawa Y4YETHAA 3aNKCh ﬁy,II,BT yaaneHa. Bce nucbHa, OTNPAaeneHHLIE HA

E-mail vnu Normx: Aobpo noxxanosate ec DyayT nepeaaHsl 00paTHO 0TNPaBUTENIO.
OHHOTO 3peca (Eimail i, saromeEEme Gophy HECHE:
Napone: BKoHTakTe - yHMBepcanbHoe Cf

http:/fr2.mail.rufelb_win.mail.rufwin.rmaill.ruf_cgi-bind |
EROHTE 3J'|EKTpDHHbIF1 afpec, SETOPWZ0BAELUWCE HA CEPEERE.

Mbl xoThM, 4T0GbI APY3b8, DAHOKYH
/ Hac yxe 53 142 918,

BKoHTaKTe - CaMbii Nocewaembii

I B ’ http : I.‘Vkontalke ] I'Uf C NOMOWBHD 3TOMO CanTa Bl MOXETY

= HaiTH NoAeH, © KOTOpbIMK
= ¥3HaTb Gonble o NAAX,
= BCeraa 0CTaBaTbCA B KOHTS

UHK, B TEYEHHM CyToK Bam ByfeT BEICNAHD MHCEMO © MHCTRYELMAMM K3K 3ALLWTMTE CEOR ANEKTROHHEIR agpec oT
IHA EHUMKM. HToBE nogpoBHel yaHate 0f yonyre — nocetute Corp bail Ry

BCEAZW C BOZPOCLUAM KDNWYECTEOM HEXHENATENEHEIX NHUCEM, NONYYAEMEIX NONE30EATENAMA @mail.ru.
BHHA YXECTOMMTE NONWTHEY EprEbl CO Camam. ﬂpHHDCHM CEOW MIEMHEHWA.




4§‘ ApyYyxm ¢ PUHAHCaAMM

BawudunHaHCbl.pd

PopmMbl MOLLEHHNYECTBa
M CNOCcOoObl MUHMMU3ALUN PUCKOB

lll. KnbepmoLleHHU4ecTBO

dapMuHT

L 4

L0

Cnoco6bl MMUHUMUN3aLUN PUCKOB

YcTaHOBKa aHTUBUPYCHOM
nporpamMmbl

YcTtaHoOBKa OOHOBMNEHUN OT
npounssoautenen MO u
nocTaBLUMKa YCNYyr UHTEPHETA.

[MpoBepka url

[TpoBepka nameHeHnsa agpeca http

Ha https npu nepexoge Ha CTpaHuuy
onnarbl
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BawundunHaHcbl.pd

TepMuHonorus

«Hurepuninckme nucema» (aHrn. «Nigerianscamy») — aneKTPoOHHOE
MMCbMO C NPOCLOOW O NOMOLLM B NeEPeBOAE KPYNHOWN AEHEXHOWN CYMMDb,
n3 kotopon 20-30% OOMKHO NOMYYUTb NMLUO, NPeaoCTaBnAloLLIEE CYET.
[Mpn aToMm nony4vaTento Heobxoanmo cpoyHo 6-10 Teicay gonnapos CLUA
OTNpPaBuUTb MO CUCTEME INEKTPOHHLIX NfaTexen no TpeboBaHmio

afBokarTa.

Kak pPa3HOBUAOHOCTb UCMOJ1b3YyEeTCA pacCblJyika O BbIrOHOM

KanmTtanoBITOXEeHUN Unn yCTpOVICTBe

Ha BbICOKOOIMJ1a4nMBaemMyro pa60Ty,

noflydeHnn HacrneacTea Unn UHbIX cnocobax 6eicTporo oboralleHns npu
YCNOBUN COBEPLUEHNST NpeaBapUTENbHbIX NiaTexeun.

B nepesofne:

Or: "Mrs. Olga Patarkatsishvili"
Tema: Re: Greetings From Mrs. Olga Patarkatsishvili
MNpuBeT U3 Mpysun,

MpUBeTCTBY Bac BO MMA rocnoaxe. H muccuc Onbra MNaTapkaunwennu, BAoBa NOKOHHOTO
PY3MHCKOrO MarHaTa MucTepa 6aapu Narapkauuusunu. ¥ MeHA eCTb AeN0Boe NpeanoxeHn
KOTOPOEe NPUHECET BLIrOAY U BaM, U MHe. H NpUWII0 BaM AanbHelwyio MHpopMauWio, Koraa
nonydy saw oTeeT. U3 coopaxeHuit Ge30NacHOCTH A BaC O4EHb NPOLLY NUCATH MHE TONLKO |
MO YaCTHBII 3NEKTPOHHBIN agpec.

MTULLMTE MHE: ***resssnssssnss arEEk

). uToBbl Y3HaTL Gonblue 0f 3TOM NpoekTe.
Cnacubo 3a NoHMaHue.

VICKpeHHe Bawa,
Muccuc Onbra MNaTtapkaumisnnm

Madioc Abrams a @gma vy 2 mon. B 12:04
HEPGSECTH Ccaaam npasuno CeoiicTea nucema Kpatko A
Yeaxaemb /I

# nocnan Tebe 3To NUCLMO MeCSL| Hasaj, HO A He YBEPEeH, eCni Bbl NONYy4UnK ero, Kak 8
He cnblLan oT Bac, U 3T ABNAETCA NPUYNHON, A NOBTOPHOW ero. A NMappu Ekpoma
NUYHbIV aaBoKaT, YTOObI NOKOVHBIN r-H [JeMa/iEE . 6V3HEeC 1 NocTaBLUMK
XUMWNYECKNX BELLIECTB / MAcno KOHCYNbTaHT, KOTOPbIV YMEp BMeCTe C ero
HenocpeacTBEHHbIM CeMby B cTpaluHoi [JTI 26-ro anpens 2007 roga. XpaHeHue
konuyectso gonnapos CLUA 13,580.000. 00 MnH. 6bin 0653aH ObITb NpoLecc nepesayn
Ha Balue »Ms, cnejoBaTenbHo, 5 CBR3ancsa ¢ Bamu. ECTb npocbba cBA3aTbCS CO MHOW
yepes MOEro YacTHOro afipec 3NeKTPOHHON NoyThl: madiocbramsat.law@agmail.com Kak
MOXHO CKopee NpeAcTaBuUTb JONONHUTENbHbIE Pa3bACHEHUA N0 ATOMY BONPOCY.

C UCKPEHHUM yBaxeHnem
Madioc AGpamc,



A; Apyxun ¢ duHaHCaMKU sawndmuHaHcbl.pd

PopmMbl MOLLEHHNYECTBa
M CNOCcOoObl MUHMMU3ALUN PUCKOB

lll. KnbepmoLieHHn4YecTBO Cnoco6bl MMUHUMU3ALN PUCKOB

“» YCTaHOBUTb aHTUCNaMepCcKue

nporpaMmb|
«Hurepunckme < KpUTUYECKN OTHOCUTLCS K
nMcbMa» NpeanoXeHUsIM NonyyeHust GbICTPOro U

HeoboCcHOBaHHOro goxoaa

“» MNony4ynTb KOHCyNbTaLMIO 3KCMNEepTOB B
obnactn goMHaHCOBOro MOLLEHHMYECTBA

<+ MNpoaBnaTb OCMOTPUTENBHOCTL NpU
NPUHATUN ObICTPbIX PUHAHCOBbLIX
peLlueHni




4; Apyxm ¢ puHaHCaMm BawNdUHaHCb.pd

PopmMbl MOLLEHHNYeCTBa
M CNOCcOoObl MUHMMU3ALUN PUCKOB

lll. KnubepmoLweHHN4eCcTBO Cnoco0bl MMHMMU3aLUU PUCKOB
NHTepHET-ayKUMOH <+ Nonb3yntecb NpoBEPEHHbLIMM
MWUPOBbLIMXA U POCCUNCKUMU TOProBbIMU
niowagkamm

ONEeKTPOHHAasA TOProsns . .
*» 3akntoyanTe caenky TonbkKo Yepes

BbIOpaHHy0 nnowagky

CKaHOMHaBCKUM ayKUWOH 9 y
A yKl “» Tpebynte makcMmaribHO NOSHOM

NHdOpMaLKMn O NpoAdaBLE OELIEBOro
CeMb KoLLesrbKoB TOBapa

» ['lo BO3MOXHOCTU onsiadnBanTe ToBap

C nomoulbto nnaTexHomn no chakTy ero nonyyeHus
CUCTEM



A; Apyxun ¢ duHaHCaMKU sawndmuHaHcbl.pd

MoweHHNn4yecTBO ¢ PayPal*

1 2

Bbl pa3MecTunm o6bsBreHme MoLweHHUK BbicbllaeT Bam nucbmo

C npeanoxeHmnem Kyrnntb ToBap,

O nNpoaaxe nHoraga 3a 0osnbLUylo LEHY N He ans cebs
3 4
~~  Bbl npocute nepesectu MollueHHMK NpocUT Bac ykasaTtb agpec,
OEeHbIn 3apernctpupoBaHHbiv B PayPal n
rOBOPUT YTO BbICNan AeHbrn Tyaa, HO OHU
NOABATCS Ha cyeTe B , korga Bbl
5 o) cq Ha cyeTe B PayPal, korga
K Bam npuUXoauT NMCbMO, BBEOJETE HOMEP NMOoYTOBOIO OTMNpaBIiEHUA

noxoxee Ha PayPal

Bbl oTnpaBnseTe ToBap "‘ :
W BBOAWTE HOMEP OTNPABMEHVS [ &
B YKa3aHHYI0 B NCbMe CTpaHuLly \%& =

ToBapa y Bac HerT. [1peTeH3un BbICTaBNATb HEKOMY

*PayPal - kpynHenwas nebetoBada afieKTpoOHHaAA nnaTéxHasa cucrtema
AHanoru B P®: AHpekc.[leHbrn, WebMoney




BawundunHaHcbl.pd

l;ﬂ Apyxu ¢ puHaHCaMK

TepmuHonorus

Knukdpopg (ot anrn. click fraud) — ognH U3 Buaos

CeTeBOro MOLWEHHUYECTBA, NpeacTaBnarLWmn cobon obmMaHHbIe
KITMKN Ha peKnaMHyo CCbISIKY NMLUOM, HE 3aUHTEpPEeCOBaHHbIM B
peknamMHoMm oobsaBneHnn. MoXXeT OCyLLECTBAATLCS C MOMOLLbIO
aBTOMaTU3NPOBAHHLIX CKPUMNTOB UITN MPOrpaMmm, MUMUTUPYIOLLINX
KITMK Nonb3oBaTtend no pekramMmHbiM obbssneHnsm Pay per click.

Knukgpkekur (oT aHr. clickjacking) mexaHnam obmaHa
nonb3oBaTefien HTepHeTa, NPU KOTOPOM 3M10YMbILLUIIEHHUK MOXET
NoNy4YnUTb 4OCTYN K KOHPUAEHUMaNLHON MHGOpMaLn nnu gaxe
NoNy4YnTb 4OCTYN K KOMNbIOTEPY MOSMb30oBaTENS, 3aMaHUB ero

Ha BHelHe 6e306uaHy0 CTpaHuLy Unu BHEOPUB BPEAOHOCHbLIN KOA
Ha 6e3onacHylo cTpaHuLy.




A; Apyxun ¢ duHaHCaMKU sawndmuHaHcbl.pd

Buabl kKnukdppoaa

TexHun4YeckKue Knukmn Knukmn
KINMUKU peknamoaarenen KOHKYPEHTOB

Knunkun co CToOpoHbI
HefoO0pPOCOBECTHbLIX
BeO-macTepoB



BawudmnHaHcbl.pd

l;ﬂ Apyxu ¢ puHaHCaMK

TepmMmuHonorus

PAMM-cueTa (o1 aHrn. Percent Allocation Management Module
— MOAynb yNpaereHus NPoLEeHTHbIM pacnpegeneHnem) —
cneunuyHbIn MexaHn3M PYyHKLUMOHNPOBAHUA TOProBOro CYeTa,
TeXHMYECKM yrnpoLlarLuin npoLecc nepegavym cpeacTs Ha
TOProBOM CHETE B JOBEPUTENBLHOE yrpaBrieHne BbIOpaHHOMY
OOBEPEHHOMY yrnpaBnarLwemy ana nposedeHus onepauunm Ha
JOUHAHCOBbIX pPbIHKaX.

WHBECTHUpPOBAHWE

B [IAMM

rapaH'rmlMu

SUNSERSSITT

‘h
7
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40




& Apuyxwn c dpmHaHCaMum BawncdnHaHCbl.pd

TepMuHonorus

Xawun (anrn. HYIP, High yield investment program) — ato
BbICOKOOOXOAHAA MHBECTULUMOHHAsA nNporpamma, Kanurtarn
KOTOpOWn oOpMUPYETCH U3 BSHOCOB MNornb3oBaTenen cetm

NHTepHerT.
A A S R —— Boe e BALUA CTATHCTMKA

40.00s 40.00s 255000.005 [}

Brnaas! v BuinnaTe: “ F

BKNAAbI U BbINJATHI
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A; Apyxun ¢ duHaHCaMKU sawndmuHaHcbl.pd

PopmMbl MOLLEHHNYECTBa
M CNOCcOoObl MUHMMU3ALUN PUCKOB

lll. KnbepmoLieHHn4YecTBO Cnoco6bl MMUHUMU3ALN PUCKOB

“* NpoBeCcTn «TECTOBbLIN PEXUM» YyYaCTUS
B XaWn-npoekre

B “» AHanusnposaTb MHOPMALMNIO CanTOB-

Xaun MOHUTOPUHIOB 1 POPYMOB,
OCBeLLaloLmMX COCTOAHME aern no
NHTEPECYIOLLEMY BaC Xaun-npoekTy

“» Pacnpepnensatb geHeXHble cpeacTsBa

MeEXOYy HECKONbKUMM XaWum-npoekramm

“» He nHBectupoBartb 3aeMHble cpeacTaa

» He nHBecTmnpoBaTtb «nocnegHue
OEHbIN»




BawudunHaHcbl.pd

l;ﬂ ApyYyxm ¢ PUHAHCaAMM

CoBpeMeHHble TeHAeHUuN B
KnoepmolweHHn4yecTBe

CoumansHoe maHunyrnvpoBaHue (counanbHas
NHXXEHEPUS) 3TO MeTOoA ynpaBrieHns: A4eNCTBUSMUA
YyeriloBeKka, OCHOBAHHbIN Ha UCMOMb30BAaHUN €ro
cnabocrten n nHanemayanbHbIX OCODEHHOCTEN.

TexHn4yeckasa n TexHornorn4yeckasa MHpacTpyKTypa
NCMOJSIb3YETCH TONBLKO ON1A obecrnevyeHnst KOHTakTa.




A; Apyxun ¢ duHaHCaMKU sawndmuHaHcbl.pd

PopMbl MOLLEHHUYECTBaA
U CNocoObl MUHMMU3ALUN PUCKOB

V. MOLLEHHMYECTBO |

B coLManbHbIX CETSX ‘ Cnocobbl MUHUMU3ALUNK PUCKOB

p

< MNpoaBnaTb OOMKHYHO

CeTeBble AOMYLUHUKHN OCMOTPUTESNbHOCTbL NpU
BblKNnagblBaHUN B CETb JIMYHbIX
OaHHbIX

MHTepHeT-yroHLwWwmKun “» OrpaHn4nTb gocTtyn

HEe3HaKoOMbIX NoAen K
NHopMaunmn, NOTEHUNASTBHO

NHTEPECHOWN AS11 MOLLEHHUKOB
CeTeBble rpabutenu

<&

L)

+ He nybnvkoBaTb «ropsiyyto»
MHGOPMaLNIO, HaXoasiICb B
OTrnycKe

L)




& Apyxm c puHaHCaMK BawmduHaHCbI.pd

V. Opyrne Bnabl (h)MHAHCOBOIO

MOLLEeHHNn4YeCTBAa
PunHaHcoBOE Cnocobbl MMHMMN3aLMN PUCKOB
MOLLEeHHNn4YeCTBO
- ObmeH BanoThl - CoBepliaTb BarnoTHO-0OMeHHbIe onepaumn B baHKax;
- MUHUMM3NPOBAaTb JaHHble ornepauum B 0OMEHHbIX
NyHKTax;

- bbITb BHMMATENBLHBIM, TaK Kak KypC MOXET ObITb YKa3aH
6e3 yyeta Komuccum, NMBO BbIFOAHLIM OH SIBASETCH
NCKITIOUYNTENBHO Npn obmMeHe o4YeHb BoNbLINX CYMM;

- Bcerga nepecuunTtbiBaTb AEHEXHYIO CYMMY.

- HeneranbHble KpeauTbl | - M3y4nTb opuuymanbHyo MHPoOpMaUno 0 KOMMNaHum
(peKBU3UTLI, KPUANYECKUN N DAKTUYECKNN aapec) ;

- NPOBEPUTL HanM4une nHdopmauum o pruHaHcoBom

KOMMaHUM Ha canTe Haa30pHoro opraHa — LUIb PO;

- [locMoTpeTb OT3bIBbI O KOMMNAHUU B HE3ABUCUMbIX

Onorax n coumanbHbIX CEeTAX.




‘;' APU)K" C (bVIHchaMI/I BawundunHaHcbl.pd

V. Opyrue Buabl pUHAHCOBOIO
MOLLUeHHUYecTBa

HeneranbHbie
bpaunbie adepsl PasznoikuuTenu
a3apTHBIC UTPBI

MaxuHanuu ¢
apeH 1011/ TIOKY KO
HEIBWKUMOCTH WU

aBTOMOOMIIEH

Hcnonp3oBaHue qyKUX
MACIIOPTOB IS
COMHUTEJBHBIX CIEI0K



‘;' APU)K“ ¢ CbI/IHchaMI/I BawundunHaHcbl.pd

CoBpeMeHHbIN ONbIT 3aKoHOoAaTesNIbHOW
60pbLObLI ¢ PUHAHCOBLIM MOLLEHHUYECTBOM

YronoBHOe 3aKOHOAATENBCTBO MHOMMX 3apyOeXkHbIX
CTpaH MMeET cnevLumanbHble HOPMbI, MOCBSILLEHHbIE
YrONOBHOW OTBETCTBEHHOCTM 3a MOLLIEHHUYECTBO.

i




BawundunHaHcbl.pd

l;ﬂ Apyxu ¢ puHaHCaMK

CoBpeMeHHbIN ONbIT 3aKoHOA4AaTeSNIbHOMW
60pbLObLI ¢ hMHAHCOBLIM MOLUEHHNYECTBOM

Oco6eHHOCTLI0 POCCUMNCKOro 3aKoHoAaTeNbCTBa ABMAETCA TO,
4YTO B HEM HET cneunanbHbIX HOPM MO NPOTUBOAENCTBUIO
domHaHCOBOMY MOLLEHHUYECTBY

CtaTtbga 159 YK P® mowweHHn4YecTBO

N %+ OrpaHunyeHune cesobogbl
% WcnpaButenbHble paboThl

LTtpa “ ApecTt
Rad < [MpunHyguTenbHble paboTamu N P
*» JlnweHne csoboabl
MoLLUEHHMYECTBO C HEABMXUMOCTbLIO
OavH C ncnonb3oBaHUEM N
y N B cdpepe npennpuHMMaTenbCKou
NI TPYNNon nn, CnyXebHOoro NosioXkeHus

NeAaTenibHOCTU




‘; ﬂpg)l(w C q)MHchaMM BawunduHaHcbl.pd

CoBpeMeHHbIN ONnbIT 3aKoHOoAAaTeSNIbHOW
60pbLObLI ¢ hMHAHCOBLIM MOLUEHHNYECTBOM

Crtatbs 159.1 YK P® MoweHHU4YecTBO B chepe KpeauToBaHUA

Ctatbs 159.2 YK P® MolweHHU4YeCcTBO Npu nosiy4yeHuu Bbinnat

Ctatba 159.3 YK P® MoweHHMYeCTBO C UCMOMb30BaHUEM NJlaTeXHbIX KapT
Crtatbs 159.5 YK P® MolweHHU4YecTBO B chepe cTpaxoBaHUA

Ctatbs 159.6 YK P® MoweHHU4YecTBO B chepe KOMNbLHOTEPHOU MHOpMaLmn



A" Bpyxn ¢ mancamn B remomos

POCCMICKOM DELEPALIM

Cnacnb6o 3a BHMMaHue!




